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BACKGROUND
Working with the Office of the Comptroller’s Internal Auditors, Brown Smith Wallace LLC performed an information technology (IT) risk assessment of the information systems and technology used by the City of St. Louis – Airport Authority. This report details the results of a high level risk assessment of information technology general controls, and provides recommendations for strengthening controls to mitigate risks.  This report serves to document our review process and is for management use only.
PRIMARY OBJECTIVES AND SCOPE
Our specific scope and objectives were as follows:

· Gain an understanding through survey inquiry of the general IT controls environment (i.e. physical security, logical security, network, backup and recovery, and operational).
· Risk rank the general controls based on industry standards for risk assessments.

	Evaluation Criteria for Observations– LEVEL OF IMPORTANCE RATINGS
In order to assist management in allocating resources to address the identified issues, we have assigned the following level of importance to all observations:


High
These risk rankings address issues that are fundamentally important to the system of internal control or the organization and action should be taken as soon as possible.


Medium
These risk rankings address issues which are important to the system of internal control or the organization and action should be taken in the near future.

Low
These risk rankings address issues to enhance internal controls or general efficiency but do not require immediate action.

Management should evaluate the risks identified and determine the necessary processes and controls to put in place in order to reduce the risks identified.  Management should focus on addressing the risks in order of High to Low.  

 


PROCEDURES AND LIMITATIONS

The IT risk assessment was performed through evaluation of responses from Airport Authority personnel to information technology surveys and subsequent discussions with those personnel.  No inspection of policies or detailed audit testing was performed; therefore, the results are reliant on written inquiry only.  The rankings given for a particular area are subjective based on the survey response and general knowledge of risk areas.
SUMMARY
A summary of our high-level observations for the Airport Authority is outlined in the following table. A list of commonly recommended controls (many of which were in place at the time of our review) are outlined in Appendix A.

	Risk Ranking
	Class of Threat
	Observations

	

	External / Hacking Threat
	Hacking threats are inherently high risk due to St. Louis Lambert International Airport’s high profile.  While compensating controls are in place to reduce risk to a moderate level, further control enhancements should be considered.

	
	Insider Threats
	Insider threats are inherently high risk due to St. Louis Lambert International Airport’s high profile.  While compensating controls are in place to reduce risk to a moderate level, further control enhancements should be considered.

	
	Infrastructure / Capacity Threats
	Infrastructure and Capacity threats are inherently high risk due to the criticality and nature of St. Louis Lambert International Airport’s operations.  While compensating controls are in place to reduce risk to a moderate level, further control enhancements should be considered.

	
	Malicious or Criminal Acts
	Security control mechanisms are in place to mitigate risk; however, the impact of the threat is increased given the nature of St. Louis Lambert International Airport’s operations.

	
	Natural Disasters / Acts of God
	Threats from Natural Disasters remain at moderate risk.  Some controls are in place to mitigate risks, but further control enhancements are advised.


The controls identified below represent those commonly taken into account during risk assessments.  These are NOT observations. Many of these controls were in place at the time of our review.  This is also not intended to be an exhaustive list of control recommendations.  It is intended for use by Management as a guide for determining priorities. 
	Class of Threat
	Common Control Recommendations 

	External / Hacking Threat
	The following detection and prevention tools, at a minimum, are recommended: 

· DMZ network configuration

· Firewalls with default deny rules

· Intrusion Detection and Prevention System

· Antivirus installation on servers and workstations

· Encryption of data during transmission (e.g. authentication credentials, FTP transmissions, wireless transmissions, remote backups, etc.)

· Web Application Firewalls (WAFs)

The following additional detection and prevention tools are recommended for high-risk environments:

· Multi-factor authentication for remote access

· Whitelisting

· End-point protection

· SIEM (Security Incident and Event Management)

· Data Loss Prevention

· Encryption of data at rest (e.g. applications, databases, backup media)

· Network segmentation 

The following manual processes and procedures are recommended for all environments:

· Password standards for accessing all systems and components (e.g. secure network, internal applications, web applications, servers, databases, network devices, workstations)

· Unique user accounts should be required and use of generic ID’s and service accounts should be minimized

· Procedures to regularly patch all systems and components (e.g. applications, network devices, servers, databases, workstations)

· Procedures for inventorying and tracking versions of applications, operating systems, and firmware to ensure installed components are supported

· Secure configuration standards for all systems and devices attached to the network (e.g. applications, network devices, servers, databases, PC’s)

· Security monitoring procedures for configuring alerts and reviewing alerts

· Incident management procedures for fielding, investigating, resolving, and escalating security alerts and reported incidents

· Service Level Agreements with external service providers that specify security requirements and data breach notification procedures

· Scans and/or testing for security vulnerabilities included development project test plans

· Regular scans of systems (e.g. firewalls, network ports, servers, databases, wireless networks) for vulnerabilities (e.g. misconfigurations, unpatched security bugs, rogue access points)

· Periodic attack and penetration test to identify undetected vulnerabilities


	Insider Threats
	The following controls are recommended for all environments:

· Written information security policies and procedures

· Formalized user provisioning and de-provisioning processes

· Security Awareness Training programs

· Email content filters to scan and block incoming traffic with malicious code

· Restrict system administrative privileges (e.g. application, server, database, network devices) to a limited number of authorized users

· Periodic user access reviews to identify unauthorized access

· Data minimization (i.e. purging or archiving data that is no longer in use)

· Encryption of laptops and mobile devices

· Centralized incident management processes, whereas incidents are reported to a designated support team for review and escalation

· Removal of workstation administration rights from end users

The following controls are recommended for high-risk environments:

· Periodic tests and training exercises to validate and improve security awareness levels

· Policies to prevent installation and use for personal file sharing applications (e.g. Dropbox, Drive, OneDrive) on network connected workstations

· Configure devices (e.g. workstations, servers) to block use to USB hard drives, DVD’s, and other removable media

· Use access control lists to block administrative accounts from email and internet access

· Require multifactor authentication for administrator logons to servers and databases

· Administrator password controls (manual or automated), which inventory, track, and monitor use of generic administrator accounts and passwords

· Periodic reviews and purges of generic administrator accounts and service accounts

· Device provisioning and de-provisioning processes; deploy tools to detect unknown systems or devices connecting to the network

· Mobile device management applications to prevent download of network data to personal devices

· User profiling activity monitoring to detect anomalies in account usage, such as after- hours log on or logon for another device

· Vendor Management Program which entails periodic review of vendor security procedures, either through review of external audit reports (SSAE16), formal audits, or security assessment questionnaires

· Data Breach Response Plans, which include detailed escalation and communication plans

· Conduct periodic security incident scenario drills for first responders and other personnel handling security incident reports

· Conduct periodic physical security walkthroughs to verify physical security tools and procedures are working as expected



	Infrastructure / Capacity Threats
	The following control processes related to infrastructure and capacity management are recommended for all environments.

· Capacity planning exercises are performed at least annually to determine if infrastructure is sufficient to meet projected load requirements

· System monitoring procedures for configuring alerts and reviewing alerts

· Incident management procedures for fielding, investigating, resolving, and escalating performance alerts and reported incidents

· Service Level Agreements with all external service providers, which include performance benchmarks



	Malicious or Criminal Acts
	The following basic physical security controls are recommended for all environments:

· Passwords/pins on workstations, laptops, and mobile devices

· Secure doors/windows to office after working hours

· Secure servers and backup media under lock and key

· Periodically account for office keys and badges

· Clean office/clean desk policies prohibiting display of passwords and other sensitive system information

· Encryption of workstations, laptops, and mobile devices

· Burglar alarms

The following physical security controls are recommended for data centers and critical operation centers:

· Steel doors to secure areas

· Deadman doors

· Cameras at doors and above customer service counters

· Security guards posted at building checkpoints

· Active monitoring of security footage

· Motion detection alert systems

· Badge or biometric entry systems to secure areas

· Monitoring of badge access for anomalies, such as after- hours entry

· Procedures for reporting lost badges

· Periodic badge inventories

· Closed ceilings/floors, sealed or no windows



	Natural Disasters / Acts of God
	The following controls are recommended for all organizations

· Redundant power systems (at a minimum UPS units; generators for critical systems)

· Redundant cooling systems (installed HVAC, portable HVAC, fans for less critical systems).

· Fire detection and mitigation systems

· Water detection and mitigation systems

· A Business Impact Analysis (BIA) is conducted to classify system in accordance to criticality

· Recovery Time Objectives (RTO) and Recovery Point Objectives (RPO) metrics have been set for all critical systems

· Backups are conducted in accordance with RTO and RPO metrics

· Backup media is stored in a secure off-site storage location

· Redundancy levels (e.g. mirrored replication, hot site, cold site etc.) are designed in accordance with RTO and RPO metrics

· Restores of data from backup media are regularly tested for all critical systems

· Formalized Disaster Recovery and Business Continuity plans are in place and regularly tested
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