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ORDINANCE NUMBER 70146
BOARD BILL NO. 204 INTRODUCED BY ALDERWOMAN DIONNE FLOWERS,
ALDERMAN LARRY ARNOWITZ, ALDERWOMAN DONNA BARINGER, ALDERMAN
KENNETH ORTMANN, ALDERMAN JEFFREY BOYD
An Ordinance authorizing and directing the Director of the Department of Human Services, by and
through the St. Louis Area Agency on Aging and on behalf of the City of St. Louis, to accept a Grant
Award from SSM Health Business in the amount of $49,000 over the next three fiscal years and to
expend those funds for the City of St. Louis eHome Project as set forth in the Grant Award
Agreement, attached hereto as Exhibit A; appropriating such funds and authorizing the Director of the
Department of Human Services, upon approval of the Board of Estimate and Apportionment, to
expend such funds as permitted by the Grant Award Agreement; and containing an Emergency Clause.
BE IT ORDAINED BY THE CITY OF ST. LOUIS AS FOLLOWS:
SECTION ONE. The Director of the Department of Human Services, on behalf of the City of
St. Louis, is hereby authorized and directed to accept a Grant Award from SSM Health Businesses
(*SSM”) in the amount of $49,000 over the next three fiscal years, which will be used to fund the City
of St. Louis eHome Project. The City of St. Louis eHome Project will provide case management
services to patients within the City of St. Louis who are referred to the St. Louis Area Agency on
Aging (“SLAAA”) by SSM. Case management entities currently contracted with SLAAA will assess
patients’ needs for community services and will monitor and report changes in their medical
conditions to SSM. The Grant Agreement shall be substantially in words and figures the same as the
attached Exhibit A, which is made part of this Ordinance and is on file in the Register’s Office.
October 16, 2015
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ORDINANCE NUMBER 70146
SECTION TWO. The Director of the Department of Human Services is hereby authorized and
directed, upon approval of the Board of Estimate and Apportionment, to expend funds, which are
hereby appropriated for said purposes, by entering into contracts or agreements pursuant to the Grant
Award Agreement, a copy of which is attached hereto and shall become a part of this Ordinance.
SECTION THREE. This being an Ordinance for the preservation of public peace, health, or safety,
it is hereby declared to be an emergency measure as defined in Article 1V, Sections 19 and 20 of the
City Charter and shall become effective immediately upon its passage and approval by the Mayor of

the City of St. Louis.

October 16, 2015
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SSM Health Businesses

CONTRACT

CONTRACTOR: St. Louis Area Agency on Aging, a Division of the
Department of Human Services, City of St. Louis

TYPE OF CONTRACT:  Sub-recipient, Cost Reimbursement

CONTRACT PERIOD: October 1, 2015 through September 30, 2018

1. This contract is entered into by and between the City of St. Louis, by and through
the St. Louis Area Agency on Aging (“SLAAA), and SSM Health Businesses
(“SSM”) and shall consist of this document, Exhibit A - Services, Exhibit B -
Project Budget, and Exhibit C - Business Associate Addendum ("BAA")

2. This contract shall not exceed $49,000 for the entire contract period:
$17,000 - 1st year October 1, 2015 through September 30, 2016;
$16,000 - 2nd year October 1, 2016 through September 30, 2017;
$16,000 - 3rd year October 1, 2017 through September 30, 2018.

3. Services.

SLAAA and SSM shall provide all of the services set forth in Exhibit A, attached
hereto and incorporated by its reference (“Services”). SSM and SLAAA may add
to or modify the Services by mutual written agreement at any time during the
term of this Agreement. The Services shall be performed in a manner at least as
good as industry standards.

4. Term and Termination.

4.1. Term.

The term of this Agreement shall commence on the Effective Date and
continue thereafter for three (3) years. In the event the parties fail to
appropriately document an extension, and the parties continue to provide
Services hereunder, the term of this Agreement shall be deemed to be
automatically extended on a day to day basis until terminated.

4.2. Termination.

This Agreement may be terminated by either SSM or SLAAA for any
reason upon thirty (30) days prior written notice to the other.

Version: 8/26/15 Page 1 of 16





5.

5.1.

Insurance.

SSM.

At all times during the term of this Agreement, SSM shall procure and
maintain commercial general liability insurance, or self-insurance, covering
itself and its employees and agents providing services pursuant to the
Agreement on an occurrence basis in the minimum amounts of One
Million Dollars ($1,000,000) per occurrence and Two Million Dollars
($2,000,000) annual aggregate of all claims. SSM shall also maintain
professional liability insurance coverage for its employees and agents
providing services hereunder with minimum limits of One Million Dollars
($1,000,000) per occurrence and Three Million Dollars ($3,000,000)
annual aggregate. SSM shall provide to SLAAA a certificate of insurance
evidencing that such coverage is in effect during the term of this
Agreement.

General Provisions.

6.1.

Contractual Limitations.

SSM and SLAAA shall be independent contractors and this Agreement
shall not constitute the formation of a partnership, joint venture, or an
employment relationship. SLAAA's employees and contractors shall not
be deemed to be employees of SSM and shall not be entitled to any
benefits received by SSM employees. SLAAA and contractors shall be
responsible for all payroll taxes for its use. The parties shall not assign or
transfer their respective rights or obligations under the Agreement except
with the other's prior written consent, except that SSM may assign this
Agreement to a subsidiary corporation or affiliated corporation under
common control without the prior written consent of SLAAA. This
Agreement shall be governed by and interpreted in accordance with the
substantive laws of the State of Missouri, without application of choice of
laws rules. This Agreement constitutes the entire agreement between the
parties with respect to the subject matter hereof and supersedes all prior
proposals, negotiations, communications, and agreements between the
parties with respect to the subject matter hereof, whether oral or written.
This Agreement may only be amended or modified by a subsequent
written agreement between duly authorized representatives of SSM or
SLAAA. The failure of either SLAAA to object to or to take affirmative
action with respect to any conduct of the other that is in violation of the
provisions of this Agreement shall not be construed as a waiver of that
violation or any prior or future violations of the provisions of this
Agreement.
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6.2.

6.3.

Medicare Access to Books and Records.

In the event, and only in the event, that Section 952 of P.L. 96-499 (42
U.S.C. Section 1395x(v)(1)) is applicable to this Agreement, SLAAA
agrees as follows: (a) until the expiration of four (4) years after the
furnishing of such Services pursuant to this Agreement, SLAAA shall
make available, upon written request of the Secretary of the U.S.
Department of Health and Human Services or upon request of the
Comptroller General of the United States, or any of his/her duly authorized
representatives, this Agreement, and books, documents and records of
SLAAA that are necessary to certify the nature of the duties of this
Agreement; and (b) if SLAAA performs its Services hereunder through a
subcontract with a related organization, with a value or cost of Ten
Thousand Dollars ($10,000.00) or more over a twelve-month period, then
any such subcontract shall contain a clause to the effect that until the
expiration of four (4) years after the furnishing of such Services pursuant
to such subcontract, the related organization shall make available, upon
written request of the Secretary of the U.S. Department of Health and
Human Services or upon request of the Comptroller General of the United
States, or any of his/her duly authorized representatives, the subcontract,
and books, documents and records of such organization that are
necessary to verify, the nature and extent of the cost of Services provided
pursuant to such subcontract.

Notice.

Any notice or communication required or permitted to be given under this
Agreement shall be served personally, sent by United States certified mail
or sent by email to the following address:

If to SSM: SSM Health
Attn: Contracts
10101 Woodfield Lane
St. Louis, MO 63132
Email: ContractNotices@ssmhc.com

If to SLAAA: St. Louis Area Agency on Aging
Attn: Director
1520 Market, Room 4086
St. Louis, MO 63103
Email: Sykorad@stlouis-mo.gov

Any change to the notice address listed above must be given to the other
party in the same manner as described in this section. The date of notice
shall be the date of delivery if the notice is personally delivered, the date
of mailing if the notice is sent by United States certified mail or the date of
transmission if the notice is sent by email. SLAAA agrees to maintain
evidence of the respective notice method utilized.
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6.4.

6.5.

6.6.

Representation and Warranty.

Each party represents and warrants to the other party that it, its owners,
employees, agents and any subcontractors (collectively “Personnel”) are
not: (i) listed on the System for Award Management website (“sam.gov”)
(formerly known as the General Services Administration (“GSA”) Excluded
Parties List System (“EPLS”)); or (i) suspended or excluded from
participation in any federal health care programs, as defined under
42.U.S.C. § 1320a-7b(f), any form of state Medicaid program, and are not
listed on the Office of the Inspector General's website (“oig.hhs.gov”)
(collectively, “Government Payor Programs”). Each party also represents
and warrants that to the best of its knowledge there are no pending or
threatened governmental investigations that may lead to suspension or
exclusion of that party or its Personnel from Government Payor Programs
or may be cause for listing on sam.gov or oig.hhs.gov (collectively, an
“Investigation”). Each party shall notify the other party of the
commencement of any Investigation or suspension or exclusion from
Government Payor Programs within three (3) business days of its first
learning of it. Either party shall have the right to immediately terminate
this Agreement upon learning of any such Investigation, suspension or
exclusion. Each party shall be timely kept apprised by the other party of
the status of any such Investigation. In no event will either party be liable
for any indirect, incidental, special or consequential damages, including
without limitation damages for loss of profits, revenue, data or data use,
even if advised of the possibility of such damages as a result of the other
party’s breach of this paragraph. Additionally, any sections regarding
attorney's fees will not apply to the City of St. Louis and any necessary
legal action shall follow applicable City Ordinances.

Confidentiality.

During the term of this Agreement and thereafter, SSM and SLAAA and
their employees and representatives shall hold information in the strictest
confidence except as otherwise required by this Agreement or by federal
or state law, including but not limited to patient records and peer review
and utilization review documents; the terms of this Agreement (except that
SSM may disclose pricing terms to its group purchasing organization(s)
and others provided such recipients agree to keep the information
confidential); and the finances, earnings, volume of business, systems,
practices, plans, contracts, and similar information of SLAAA. SLAAA
agrees to use data encryption technology, firewalls, and other security
devices, laptop cable locks as an example, to protect the confidentiality of
SSM’s information.

Indemnification.

SSM agrees to indemnify and hold harmless the other party, its directors,
officers, affiliates, employees and agents from and against any and all
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6.7.

6.8.

6.9.

6.10.

claims, costs, expenses (including reasonable attorney fees), actions
and/or liabilities which may be asserted against any one or more of them,
arising out of any acts or omissions of its directors, officers, employees
and agents.

Equal Employment Opportunity.

SSM is an equal opportunity employer. As part of its affirmative action
policies and obligations, SSM is subject to and will comply with the
provisions governing federal contractors as set forth in 41 CFR 60-
l.4(a), 41 CFR 60-741.5(a) and 41 CFR 60-250.5(a), and these
regulations are hereby incorporated into this contract by reference.

Counterparts, Facsimile or Electronic Signature.

This Agreement may be signed in one or more counterparts including via
facsimile or email, or by electronic signature in accordance with Missouri
law, all of which shall be considered one and the same agreement,
binding on all parties hereto, notwithstanding that both parties are not
signatories to the same counterpart. A signed facsimile or photocopy of
this Agreement shall be binding on the parties to this Agreement.

Severability.

In the event that any sections, paragraphs, sentences, clauses or phrases
of this Agreement shall be found invalid, void and/or unenforceable, for
any reason, neither this Agreement generally nor the remainder of this
Agreement shall thereby be rendered invalid, void and/or unenforceable,
but instead each such provision and (if necessary) other provisions hereof,
shall be reformed by a court of competent jurisdiction so as to effect,
insofar as is practicable, the intention of the parties as set forth in this
Agreement, and this Agreement shall then be enforced as so reformed.
Notwithstanding the preceding sentence, if such court is unable or
unwilling to effect such reformation, the remainder of this Agreement shall
be construed and given effect as if such invalid, void and/or unenforceable
provisions had not been a part hereof.

HIPAA Compliance.

The parties to this Agreement believe they will qualify as a Covered Entity
and Business Associate as defined within the Health Insurance Portability
and Accountability Act and its accompanying regulations (“HIPAA”). In
order to comply with the applicable provisions of HIPAA, the parties agree
to the provisions of the HIPAA Business Associate Addendum attached
hereto and incorporated herein as Exhibit C.

SLAAA agrees that it will at all times comply with the requirements of the
Standards for Privacy and Security of Individually Identifiable Health
Information promulgated by the Secretary of the United States Department
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of Health and Human Services under the Health Insurance Portability and
Accountability Act of 1996.

IN WITNESS WHEREOF, each person signing below represents and warrants that he
or she is fully authorized to sign and deliver this Agreement in the capacity set forth
beneath his or her signature and the parties hereto have signed this Agreement as of
the date and year written below.

St. Louis Area Agency on Aging SSM Health Businesses d/b/a
SSM Health at Home
By: By:
Name: Davd P. Sykora Name: Alison Ruehl
Title: Executive Director Title: President
Address: 1520 Market, Room 4086 SSM Health at Home and
St Louis, MO 63103 Post-Acute Services
Email:  Sykorad@stlouis-mo.gov Address: 10143 Paget Dr., St. Louis, MO
63132
Date: Date:
CITY OF ST. LOUIS, MISSOURI:
BY: DATE: / /
Eddie Roth
DIRECTOR
Department of Human Services
St. Louis Area Agency on Aging
BY: DATE: / /
COMPTROLLER
City of St. Louis
APPROVED AS TO FORM ONLY:
BY: DATE: / /
CITY COUNSELOR
City of St. Louis
BY: DATE: / /

REGISTER
City of St. Louis
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EXHIBIT A

SERVICES

SSM agrees to:

A. As appropriate, refer SSM patients to SLAAA for needed community
services and/or follow-up after the patients are referred for telehealth
services;

B. Participate in regularly scheduled conference calls with SLAAA to
communicate about patient progress; and

C. Provide SLAAA regular reports regarding changes in patients’ status.
. SLAAA agrees to:
A. Receive referrals from SSM to assess patients’ needs for community
services;
B. Provide case management services, through a contracted entity, to

patients from SSM that still need to be closely monitored;

C. Report changes in patients’ status or medical needs back to SSM, as
necessary;
D. Participate in regularly scheduled conference calls with SSM to

communicate about patient progress;
E. Receive regular reports from SSM regarding changes in patients’ status;

F. Provide expenditure reports for reimbursement on an agreed upon
schedule. Payments to be made no more than monthly;

G. Provide access to project participants in a Chronic Disease Management

Education (CDME) course. A minimum of two courses per year will be
coordinated by SLAAA.
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EXHIBIT B
PROJECT BUDGET

Year 1 Year 2 Year 3 Total
Award Total* $17,000 $16,000 $16,000 $49,000
Contractual Services $15,000 $15,000 $15,000 $45,000
CDME Classes $2,000 $1,000 $1,000 $4,000

*Revisions to the annual award and budget may be made upon agreement of both parties in the
form of an amendment.
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EXHIBIT C

BUSINESS ASSOCIATE ADDENDUM (*BAA™)

The parties to the Agreement are committed to complying with the Health Insurance
Portability and Accountability Act of 1996 (“HIPAA”), the Health Information Technology for
Economic and Clinical Health Act ("HITECH”), and the rules and regulations promulgated
thereunder, as amended. In order to ensure such compliance, this exhibit sets forth the terms
and conditions pursuant to which Protected Health Information that is provided to, or created or
received by, BUSINESS ASSOCIATE from or on behalf of COVERED ENTITY will be handled.

1. Definitions.

1.1.

1.2.

1.3.

1.4.

“BUSINESS ASSOCIATE” shall mean SLAAA.
“COVERED ENTITY” shall mean SSM.

“HIPAA Rules” means the Privacy, Security, Breach Notification, and
Enforcement Rules at 45 CFR Part 160 and Part 164, as amended. A reference
in this BAA to a section in the HIPAA Rules means the section as in effect or as
amended.

The following terms as used in this BAA shall have the meaning ascribed to them
in the HIPAA Rules: breach, data aggregation, designated record set, disclosure,
electronic media, health care operations, individual, minimum necessary, notice
of privacy practices, protected health information (“PHI”), required by law,
Secretary, security incident, subcontractor, unsecured protected health
information, use, and workforce.

2. Obligations and Activities of BUSINESS ASSOCIATE.

2.1

2.2.

2.3.

BUSINESS ASSOCIATE shall use and disclose PHI only as permitted or
required by this BAA or as required by law, and shall not authorize, enable or
permit any other use or disclosure of PHI.

BUSINESS ASSOCIATE shall use appropriate administrative, physical and
technical safeguards, and comply with Subpart C of 45 CFR Part 164 with
respect to electronic PHI, to prevent use or disclosure of PHI other than as
provided for by this BAA and to protect against any anticipated threats or hazards
to the security or integrity thereof.

In accordance with 45 CFR 164.502(e)(1)(i)) and 164.308(b)(2), BUSINESS
ASSOCIATE shall ensure that any subcontractors that create, receive, maintain,
transmit or otherwise have access to, use or disclose PHI on behalf of
BUSINESS ASSOCIATE agree to the same restrictions, conditions and
requirements that apply to BUSINESS ASSOCIATE with respect to such PHI.. It
being understood that BUSINESS ASSOCIATE shall remain jointly and
severally liable for any violation of the HIPAA Rules or this BAA by its
subcontractors
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2.4,

2.5.

2.6.

2.7.

2.8.

2.9.

Promptly and no later than ten (10) days after COVERED ENTITY’s request, in a
manner designated or agreed to by COVERED ENTITY and at no charge,
BUSINESS ASSOCIATE shall make available PHI in a designated record set to
COVERED ENTITY or, if designated or agreed to by COVERED ENTITY, to the
individual or the individual's designee, and shall take any other actions necessary
to satisfy COVERED ENTITY’s obligations under 45 CFR 164.524. If an
individual requests his or her PHI directly from BUSINESS ASSOCIATE,
BUSINESS ASSOCIATE shall notify COVERED ENTITY promptly and no later
than five (5) days after receipt of the request.

Promptly and no later than ten (10) days after COVERED ENTITY’s request, in a
manner designated or agreed to by COVERED ENTITY and at no charge,
BUSINESS ASSOCIATE shall make amendments to PHI in a designated record
set, and shall take any other actions necessary to satisfy COVERED ENTITY’s
obligations under 45 CFR 164.526. If an individual requests amendment to his or
her PHI directly from BUSINESS ASSOCIATE, BUSINESS ASSOCIATE shall
notify COVERED ENTITY promptly and no later than five (5) days after receipt of
the request.

Promptly and no later than ten (10) days after COVERED ENTITY’s request, in a
manner designated or agreed to by COVERED ENTITY and at no charge,
BUSINESS ASSOCIATE shall make available all information required to provide
an accounting of disclosures to COVERED ENTITY or, if designated or agreed to
by COVERED ENTITY, to the individual or the individual's designee, and shall
take any other actions necessary to satisfy COVERED ENTITY’s obligations
under 45 CFR 164.528. If an individual requests an accounting of disclosures
directly from BUSINESS ASSOCIATE, BUSINESS ASSOCIATE shall notify
COVERED ENTITY promptly and no later than five (5) days after receipt of the
request.

To the extent BUSINESS ASSOCIATE is to carry out one or more of COVERED
ENTITY's obligations under Subpart E of 45 CFR Part 164, BUSINESS
ASSOCIATE shall comply with the requirements of Subpart E that apply to
COVERED ENTITY in the performance of such obligations.

Promptly and no later than ten (10) days after the request, in a manner
designated or agreed to by the Secretary or COVERED ENTITY and at no
charge, BUSINESS ASSOCIATE shall make its internal policies, practices, books
and records relating to the use and disclosure of PHI available to the Secretary,
COVERED ENTITY and/or their designee(s) for purposes of determining
COVERED ENTITY’s and/or BUSINESS ASSOCIATE’s compliance with the
HIPAA Rules and this BAA.

BUSINESS ASSOCIATE shall not destroy PHI unless expressly designated or
agreed to in writing by COVERED ENTITY, and further subject to BUSINESS
ASSOCIATE (i) notifying COVERED ENTITY in advance of such planned
destruction; (ii) ensuring that, prior to such destruction, COVERED ENTITY has
received a copy of any PHI that it desires or is required by law to retain, and (jii)
complying with the return and destruction requirements of the HIPAA Rules and
this BAA.
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2.10.

2.11.

2.12.

2.13.

2.14.

BUSINESS ASSOCIATE shall not (i) remove PHI from COVERED ENTITY’s
facilities or systems, (ii) export, transfer or make available PHI outside of the
United States, whether for storage, processing or otherwise, or (iii) allow
workforce or subcontractors not residing in the United States to access, receive
or view PHI, unless expressly authorized in writing by COVERED ENTITY in
each instance.

In connection with any visits to COVERED ENTITY’s facilities or access to
COVERED ENTITY'’s systems, BUSINESS ASSOCIATE shall comply with all on-
site and remote access rules and procedures communicated by COVERED
ENTITY, including all sign-in, badging, escort, and restricted access
requirements, and shall exercise reasonable care and appropriate judgment in
connection therewith.

BUSINESS ASSOCIATE shall evaluate and adjust its safeguards, policies and
procedures as necessary to respond to evolving security threats, keep pace with
generally accepted industry standards and best practices, and comply with the
HIPAA Rules and other applicable laws and regulations pertaining to the privacy,
security, integrity, retention, disposal, use and disclosure of PHI. BUSINESS
ASSOCIATE shall promptly correct any deficiencies identified as part of internal
or external monitoring, testing or auditing, and shall provide COVERED ENTITY
at no charge with copies of any audit and testing reports prepared in connection
therewith.

BUSINESS ASSOCIATE shall encrypt PHI transmitted, received, processed or
maintained on electronic media, both while in transit and at rest, in accordance
with the guidance established under the HIPAA Rules to “Render Unsecured
Protected Health Information Unusable, Unreadable, or Indecipherable to
Unauthorized Individuals,” as amended. Whenever feasible, BUSINESS
ASSOCIATE shall secure all other PHI using measures that comply with the
foregoing guidance. BUSINESS ASSOCIATE shall provide COVERED ENTITY
with all information and assistance necessary to decrypt and otherwise access
and use PHI that has been secured by BUSINESS ASSOCIATE in one of the
foregoing manners.

BUSINESS ASSOCIATE acknowledges that it is directly subject to and
responsible for ensuring its compliance with the HIPAA Rules.

Permitted Uses and Disclosures by BUSINESS ASSOCIATE.

Subject to BUSINESS ASSOCIATE'’s compliance with the HIPAA Rules and this BAA:

3.1.

3.2.

BUSINESS ASSOCIATE may only use or disclose PHI as authorized by and
necessary to perform the services set forth in the Agreement;

BUSINESS ASSOCIATE may use or disclose PHI as required by law. Unless
otherwise required by law, BUSINESS ASSOCIATE shall notify COVERED
ENTITY promptly prior to making any such use or disclosure so that COVERED
ENTITY may, if desired, resist such disclosure or seek an appropriate protective
order. If BUSINESS ASSOCIATE nonetheless is required by law to use or
disclose PHI, BUSINESS ASSOCIATE shall limit its use or disclosure to the
minimum necessary that is required by law;
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3.3.

3.4.

3.5.

3.6.

3.7.

BUSINESS ASSOCIATE shall use, disclose and request PHI in a manner
consistent with the minimum necessary requirements of the HIPAA Rules and
COVERED ENTITY’s minimum necessary policies and procedures;

BUSINESS ASSOCIATE shall not use or disclose PHI in a manner that would
violate Subpart E of 45 CFR Part 164 if such use or disclosure was made by
COVERED ENTITY;

BUSINESS ASSOCIATE may use PHI to provide data aggregation services
relating to the health care operations of COVERED ENTITY at the request of and
for the sole benefit of COVERED ENTITY;

If use of disclosure of PHI is based upon an individual's specific consent or
authorization and (i) the individual revokes such consent or authorization, (ii) the
duration of such consent or authorization has expired, or (iii) the consent or
authorization is found to be defective in any manner that renders it invalid,
BUSINESS ASSOCIATE shall notify COVERED ENTITY promptly and no later
than ten (10) days after discovering or receiving notice of such revocation,
expiration or invalidity, and shall cease all further use and disclosure of the
individual’s PHI that is not permitted or required in the absence of such consent
or authorization; and

As between COVERED ENTITY and BUSINESS ASSOCIATE, COVERED
ENTITY shall remain the sole and exclusive owner of the PHI. BUSINESS
ASSOCIATE does not have and shall not acquire any right, title or interest in or
to the PHI, including aggregate or de-identified PHI, by virtue of this BAA or the
Agreement, or as a result of the selection, arrangement, creation or processing
thereof.

Responsibilities of COVERED ENTITY.

4.1.

4.2.

4.3.

COVERED ENTITY shall notify BUSINESS ASSOCIATE of any limitations in
COVERED ENTITY’s Notice of Privacy Practices under 45 CFR 164.520, to the
extent that such limitations may affect BUSINESS ASSOCIATE's use or
disclosure of PHI. Making available a physical or electronic copy of such Notice
of Privacy Practices shall be deemed sufficient notice for purposes of this
paragraph.

COVERED ENTITY shall notify BUSINESS ASSOCIATE upon becoming aware
of any changes in, or revocation of, the permission by an individual to use or
disclose his or her PHI, to the extent that such changes may affect BUSINESS
ASSOCIATE’s use or disclosure of PHI.

COVERED ENTITY shall notify BUSINESS ASSOCIATE of any restrictions on
the use or disclosure of PHI that COVERED ENTITY has agreed to or is required
to abide by under 45 CFR 164.522, to the extent that such restrictions may affect
BUSINESS ASSOCIATE's use or disclosure of PHI.
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5. Notification of Unintended Use or Disclosure of PHI.

5.1

5.2.

5.3.

5.4.

BUSINESS ASSOCIATE shall report to COVERED ENTITY any use or
disclosure of PHI not provided for in this BAA or in violation of the HIPAA Rules
or other applicable law, including any and all actual and potential breaches and
security incidents (each an “unintended use or disclosure”), promptly and no later
than seventy-two (72) hours after BUSINESS ASSOCIATE, its workforce or any
subcontractor discovers, is alerted to or otherwise becomes aware of such
unintended use or disclosure. Such report shall be submitted to COVERED
ENTITY’s designated Privacy Officer by both mail and electronic mail using the
mailing and email addresses set forth below the signature block. BUSINESS
ASSOCIATE also shall notify the person designated to receive contractual
notices on COVERED ENTITY’s behalf under the Agreement.

If the unintended use or disclosure presents a substantial or ongoing risk of harm
to COVERED ENTITY or individuals, or affects or may affect the PHI of five
hundred (500) or more individuals, in addition to submitting a written report,
BUSINESS ASSOCIATE shall report the unintended use or disclosure to
COVERED ENTITY'’s designated Privacy Officer by email or telephone using the
contact information listed below the signature block promptly and no later than
twenty-four (24) hours after BUSINESS ASSOCIATE, its workforce or any
subcontractor discovers, is alerted to, or otherwise becomes aware of the
unintended use or disclosure.

BUSINESS ASSOCIATE shall take all reasonable actions necessary to
investigate, respond to and mitigate the harmful effects of the unintended use or
disclosure. BUSINESS ASSOCIATE shall provide status updates and any
information and assistance requested by COVERED ENTITY in connection
therewith. Unless otherwise required by law or agreed to by the parties, it shall
be the responsibility of COVERED ENTITY to communicate with affected
individual(s), the Secretary and the media information regarding the unintended
use or disclosure.

Where the unintended use or disclosure arises out of or results in whole or in part
from the negligent or willful acts or omissions of BUSINESS ASSOCIATE, its
workforce or subcontractors, including any violation of the HIPAA Rules or
breach of this BAA, without limiting COVERED ENTITY’s rights or remedies
under the circumstances, BUSINESS ASSOCIATE shall reimburse COVERED
ENTITY for all reasonable costs incurred in connection with investigating,
responding to, mitigating the harmful effects of, and notifying individuals,
regulators and the media concerning the unintended use or disclosure, including
all legal, compliance, risk management, security, and information technology
expenses, all costs of printing and postage and all credit and fraud monitoring,
identity theft remediation and similar services offered to affected individuals.

6. Term and Termination.

6.1.

6.2.

The term of this BAA shall continue in full force and effect for the term of the
Agreement unless sooner terminated as provided herein.

COVERED ENTITY may terminate this BAA and/or the Agreement, including all

future payment obligations, without termination charge or penalty, if BUSINESS
ASSOCIATE: (i) violates the HIPAA Rules or breaches any material provision of
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6.3.

6.4.

6.5.

this BAA and does not cure such violation or breach within fifteen (15) days after
receiving written notice thereof from COVERED ENTITY; provided, however, for
grossly negligent or willful or wanton acts or omissions, or a violation or breach
that is not reasonably subject to cure or poses a substantial risk of harm to
COVERED ENTITY or individuals, no such opportunity to cure need be provided;
(i) becomes or is declared insolvent, makes a general assignment for the benefit
of creditors, suffers a receiver to be appointed for it, enters into an agreement for
the composition, extension, or readjustment of all or substantially all of its
obligations, files a voluntary petition in bankruptcy, or has an involuntary petition
in bankruptcy filed against it; (iii) is unable to provide, upon COVERED ENTITY’s
demand, reasonably satisfactory written assurances of BUSINESS
ASSOCIATE's ability to comply with the HIPAA Rules and this BAA; (iv) is or
becomes excluded or suspended from participation in any federal or state health
care reimbursement program, or becomes the subject of any investigation which
COVERED ENTITY, in its sole discretion, believes may lead to suspension or
exclusion; or (v) experiences or announces a change in control, whether by
operation of law, merger, acquisition, sale of assets or business or otherwise,
that has or is likely to have a negative impact on BUSINESS ASSOCIATE’s
operations, financial condition or ability to perform under this BAA or the
Agreement.

Promptly and no later than fifteen (15) days after the expiration or termination of
this BAA or the Agreement, or upon COVERED ENTITY’s earlier request, at no
charge, BUSINESS ASSOCIATE shall return to COVERED ENTITY and/or its
designee all PHI (both paper and electronic) in BUSINESS ASSOCIATE’s or any
subcontractor's possession. BUSINESS ASSOCIATE shall return PHI in a
manner designated or agreed to by COVERED ENTITY, and shall provide all
information and assistance reasonably requested by COVERED ENTITY in
connection therewith. BUSINESS ASSOCIATE shall not condition receipt,
access to or viewing of PHI on COVERED ENTITY’s purchase, license or
continued use of proprietary software or technology of BUSINESS ASSOCIATE
or its subcontractors. If such proprietary software or technology is required to
receive, access or view PHI, BUSINESS ASSOCIATE shall provide such
software or technology to COVERED ENTITY at no charge.

Promptly and no later than thirty (30) days after the expiration or termination of
this BAA or the Agreement, or upon COVERED ENTITY’s earlier request (in
either case only after BUSINESS ASSOCIATE has returned the PHI to
COVERED ENTITY as provided in Section 6.3 above), at no charge, BUSINESS
ASSOCIATE shall destroy all PHI (both paper and electronic) in BUSINESS
ASSOCIATE’s or any subcontractor's possession, securely dispose of such PHI
in accordance with the HIPAA Rules, retain no copies or summaries thereof, and,
upon COVERED ENTITY’s request, certify in writing to COVERED ENTITY that it
has complied with the foregoing requirements.

Notwithstanding the destruction requirements set forth in Section 6.4 above, if (i)
BUSINESS ASSOCIATE has an independent legal right to retain PHI, as
expressly set forth in the Agreement or otherwise required by law, or (ii) the
destruction of PHI is not feasible, as communicated promptly and in writing by
BUSINESS ASSOCIATE to COVERED ENTITY, then BUSINESS ASSOCIATE
may retain such PHI only for so long as such independent legal right persists or
such destruction is infeasible. In either case, BUSINESS ASSOCIATE may
further use or disclose retained PHI only for be limited purpose that made
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6.6.

destruction inapplicable or infeasible, and the obligations, limitations and
protections of this BAA shall extend and continue to apply to such PHI.

The obligations of BUSINESS ASSOCIATE and rights and remedies of
COVERED ENTITY under this BAA shall survive the expiration or termination of
this BAA and/or the Agreement for any reason, and shall be binding on and inure
to the benefit of the parties and their respective successors and permitted
assigns.

Miscellaneous.

7.1.

7.2.

7.3.

7.4.

7.5.

This BAA shall be governed and interpreted for all purposes by the laws of the
State of Missouri, U.S.A., without giving effect to any conflict of laws principles
that would require the application of the laws of a different jurisdiction. Any
dispute, action or proceeding arising out of or related to this BAA may be
commenced in the state courts of the City of St. Louis, Missouri or, if proper
subject matter jurisdiction exists, the United States District Court for the Eastern
District of Missouri. Each SLAAA irrevocably submits and waives any objections
to the personal jurisdiction and venue of such courts.

In connection with this BAA, the Agreement, and any services provided under the
Agreement, BUSINESS ASSOCIATE is and shall at all times hold itself out as an
independent contractor conducting business as a principal for its own account.
Nothing in this BAA or the Agreement is intended or shall be construed to create
any agency, employment, partnership or joint venture relationship between the
parties. Nothing herein provides COVERED ENTITY with the right or authority to
control the BUSINESS ASSOCIATE's conduct in the course of providing services
for or on behalf of COVERED ENTITY.

SLAAA may not assign or transfer this BAA, in whole or in part, without the prior
written consent of the other Party to this Agreement which consent shall not be
unreasonably withheld. Notwithstanding the foregoing, (i) any assignee of the
Agreement shall be deemed bound by the provisions of this BAA, and (ii)
COVERED ENTITY may assign this BAA to an affiliate or to a successor in
interest. Any attempted assignment or transfer in violation of the foregoing shall
be null and void from the beginning and without effect.

If BUSINESS ASSOCIATE creates, receives, maintains, transmits or otherwise
uses or discloses PHI for or on behalf of any affiliate of COVERED ENTITY, such
affiliate shall be deemed an express third SLAAA beneficiary of this BAA, with full
right to enforce this BAA as though a signatory hereto, and all references to
COVERED ENTITY under this BAA shall be construed to include such affiliate. If
BUSINESS ASSOCIATE provides services or enters into the Agreement through
an affiliate, such affiliate shall be deemed directly bound by and subject to this
BAA, and all references to BUSINESS ASSOCIATE under this BAA shall be
construed to include such affiliate. Except as set forth in this paragraph, there
are no third SLAAA beneficiaries to this BAA. Without limiting the foregoing,
nothing contained in this BAA is intended or shall be construed to give rise to any
right, claim or cause of action, contractual or otherwise, by or on behalf of any
individual.

If BUSINESS ASSOCIATE provides application or data processing, hosting,
storage or similar services to COVERED ENTITY, including software as a service
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7.6.

7.7.

7.8.

7.9.

(SaaS), cloud computing, or cloud storage, the obligations of BUSINESS
ASSOCIATE and rights and remedies of COVERED ENTITY with respect to PHI
under this BAA shall apply to all financial, business, accounting, technical,
creative, human resources and other data created, received, maintained,
transmitted or otherwise accessed, used or disclosed by BUSINESS
ASSOCIATE for or on behalf of COVERED ENTITY, and such data shall be
deemed included in the definition of “PHI” for such purpose.

The parties agree to amend this BAA as necessary to comply with the HIPAA
Rules and other applicable law. Any amendment to this BAA, or waiver of any
provision or breach hereof, must be in writing and signed by an authorized
representative of each SLAAA. No rights or obligations shall be waived by any
act, omission or knowledge of a SLAAA. Any waiver on one occasion shall not
constitute a waiver on subsequent occasions.

This BAA supplements the Agreement and is enforceable standing alone or as
an amendment thereto. A breach of this BAA also shall be deemed a breach of
the Agreement. SLAAA’s obligations, rights and remedies under this BAA shall
not be subject to, and are expressly excluded from, any and all limitations on
liability, limitations of remedy and disclaimers set forth in the Agreement. In the
event of any conflict between this BAA and the Agreement, the provisions of this
BAA shall control.

Any ambiguity in this BAA shall be interpreted to permit compliance with the
HIPAA Rules. If any provision of this BAA is determined to be invalid or
unenforceable under applicable law, the provision shall be amended and
interpreted by a court of competent jurisdiction to accomplish the objectives of
such provision to the greatest extent possible under applicable law, or severed
from this BAA if such amendment is not feasible, and the remaining provisions of
this BAA shall continue in full force and effect. The captions in this BAA are for
reference purposes only and shall not affect the meaning or interpretation of this
BAA. The term “including” means “including without limitation.” The terms
“herein,” “hereunder,” “hereto” and “hereof” refer to this BAA as a whole rather
than to any particular section.

This BAA sets forth the entire agreement of COVERED ENTITY and BUSINESS
ASSOCIATE and supersedes all prior and contemporaneous negotiations,
understandings and agreements, written or oral, concerning the subject matter
hereof. Without limiting the foregoing, this BAA expressly amends, replaces and
supersedes any prior Business Associate Agreements in effect between
COVERED ENTITY and BUSINESS ASSOCIATE.
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